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Kido Nursery Cyberattack: UK 17-year olds arrested  

Cybercrime is one of the fastest-growing threats schools face. The recent 

Kido Nursery hack, where the details and photographs of 8,000 children 

were stolen and posted online, was described by experts as “immature” 

in approach but deeply distressing in impact. Strikingly, the suspects 

were not overseas gangs but two 17-year-olds from Hertfordshire. 

This highlights the dual risk: protecting school data from external 

attackers while recognising that students themselves may be capable of 

serious digital offences. Research by the Information Commissioner’s 

Office, based on 215 data-breach reports in the education sector 

between January 2022 and August 2024, found that 57% of insider cyber 

incidents were caused by pupils or students. Of cases involving stolen 

login credentials, 97% were carried out by students (ICO, 2025). 

The Cyber Choices programme, run by the National Crime Agency, helps 

prevent this by supporting early intervention. It is designed to help young 

people understand the law, avoid online risks, and channel their skills into 

positive, legal careers. 

DSLs could consider contacting Cyber Choices if they are concerned that 

a student is: 

• Showing a strong interest in hacking tools or techniques. 

• Talking about wanting to “try out” cyber attacks. 

• Repeatedly pushing digital boundaries in ways that could escalate. 

 



• Displaying online curiosity that might cross into risky or illegal 

activity. 

The programme is voluntary and cannot work with anyone already under 

cybercrime investigation until that case is resolved. 

The Cyberchoices website is here: 

https://www.nationalcrimeagency.gov.uk/cyber-choices 

 
  

 

 

Halloween and Children's Safety - Child Accident Prevention 

Trust  

It's October which every teacher knows means two things; half-term and 

Halloween. Halloween has long given concern to school leaders and 

parents as well as the general public. Largely this has been due to anti-

social behaviour, social disorder linked to trick or treating, house party 

overspills, late opening hours in the nightlife sector and so on. 

Whilst educational professionals up and down the country may spend the 

lead up focusing on preventing anti-social behaviour, there are other 

dangers lurking for children and young people. These secondary dangers 

including unsafe costume design, and the low nocturnal visibility of 

participants have been addressed in a recent article from the Child 

Accident Prevention Trust. 

Find out more here: Halloween and Children's Safety (CAPT) 

 

 

 

 

 

Free Webinar: Protective Security & Preparedness for 

Schools (EduShield)  

Louis Donald, a senior leader at Creative Education, recently completed 

the College of Policing’s Multi-Agency Gold Incident Command (MAGIC) 

course, usually reserved for police, fire and ambulance leaders. The 

course combines learning, interactive exercises and immersive 

simulations, including a scenario where a plane crash required 

coordination across schools, utilities and communities. 

 

https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkc2q2zAUhJ_G3pQIHf1Y9kKLljbQdR8g6OfY1o0tuZKc4LcvN8mFUi50Od-MRjDHbNslmhX11bwZG06lpoxjTrGW05aT310NKbZeeyEHS1vUoDrKuWBAW1xNWC4el3DDfFyC11wOtBNqUIq_3OA1A9kJ6AHki61YipnwUo8N9RPZnIx3ptRXJGNJe3b46fuCv3eMT_MD7fbR9uNdffun7DNn1h3IfmSdEHTk3IJygo9cKWASPAwwtEEzyiRQ4FQKzhSxVnYSHO2tV0NPx0bQ65tdSTEjTrvJPsQpxOLmlJZCXCL7tV30XOtWGv61YeeGne_3O4nmfVSzuBxWNBNGd5Ap3ch-bdjZHRbzyc0pOCztx1QFo8d88Wk1Ier__pr1hhUzcSbWBY9G0Ie2Kad9mk8-JIcFScrTI40ubAFjfa49CKACet6WUF8HEEoC7SVrq_4VKn75-b1h_C980-xPAAAA__8O8cYW&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167223487%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=bNDfosrs0%2FT%2BY2EOQX9xULckPyIjQ79s0OFsqcfGt7c%3D&reserved=0
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Louis has already embedded this learning in his current role by setting up 

a Critical Incident Working Group, creating emergency “grab bags” with 

essential documents, and rolling out role-specific staff training and 

structured decision logs. 

Drawing on his unique perspective, Louis has created a free webinar for 

school leaders on the Department for Education’s new guidance for 

protective security and preparedness. The session offers practical steps, 

case studies and safeguarding links. 

From October, Louis will be available to support schools with this area of 

security and preparedness work as an independent safeguarding 

consultant. 

To watch the webinar, go to: 

https://www.edushield.org.uk/majorincidentguidance 

You can find the government guidance here: 

https://www.gov.uk/government/publications/protective-security-and-

preparedness-for-education-settings 

  

 

 

 

Question of the Week 

What is cuckooing, what signs might you notice, who might be more at 

risk, and what tactics do criminals use? 

Answer: 

Cuckooing refers to criminals taking over someone’s home, usually that 

of a vulnerable person, and using it for illegal activities such as drug 

dealing, storing weapons, or exploiting the resident. (The name comes 

from the cuckoo bird, which lays its eggs in other birds’ nests.) Victims 

may feel unable to say no due to fear, intimidation, or dependency on the 

offenders. 

Tactics criminals use 

• Grooming and befriending: building trust or a relationship to gain 

access. 
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• Offering incentives: providing money, drugs, clothing, or to pay 

bills in return for “borrowing a room.” 

• Coercion and isolation: using threats, discouraging visitors, and 

reducing support so the victim becomes trapped. 

Signs to watch for 

• Frequent visitors at unusual hours. 

• A resident who appears more anxious or withdrawn. 

• A home that looks neglected or deteriorating. 

• Fewer visits from family, friends, or support staff. 

• Increased anti-social behaviour at or around the property. 

• Litter or rubbish piling up outside the home. 

Who might be more at risk? 

• People with a history of domestic violence, parental substance 

misuse, mental health issues, or criminality. 

• People who are homeless or living in insecure accommodation. 

• People who are socially isolated, lonely, or experiencing social 

difficulties. 

• People with a physical or learning disability. 

• People experiencing mental health issues or substance misuse 

difficulties. 

What to do 

If you suspect cuckooing, report it immediately through safeguarding and 

community safety channels. Trust your instincts, it is always better to 

share a concern than to stay silent. 

Further information 

In association with the Metropolitan Police, Tower Hamlets Borough 

Council has further information and a useful poster about cuckooing on 

their website: https://towerhamletscrimewatch.org/crime-

prevention/cuckooing 

  

 

 

Follow up to last week's safeguarding question  
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Last week's safeguarding question was: if a child discloses something 

worrying to you, what are the two most important things you must (and must 

not) do in that moment? 

Steve Akers from Our Lady of Lourdes Catholic Multi-Academy Trust 

emailed to make an important point about the words 'secret' and 

'confidential'. 

Steve wrote, 'I like to make a distinction between 'secret' and 'confidential' 

in the context of safeguarding. Secrets are unsafe, we don't keep secrets 

(we may be persuaded to keep the odd trivial one, like a birthday gift for 

example), but we do keep safeguarding information 'Confidential'. By that 

I mean the information is treated carefully, respectfully, and only shared 

with key adults who need the information in order to keep the child safe. 

In practice, adults [need to be] clear about how the information will be 

handled. It will be shared, but in a sensitive, professional manner. 

"Taking a disclosure is so fundamental to our work. Safeguarding 

professionals can have attended a million courses, be able to quote 

various sections of the children act and wax lyrical about the latest AI 

threats. But, if we don't get those moments right when a young person 

decides to break their silence, then we really miss the point of it all.' 

  

 

 

 

Online Safety for Parents - London Grid for Learning 

The London Grid for Learning has developed a new Parent Online Safety 

Toolkit for Schools. It has been designed to help empower parents to 

keep their children safe and start those key safeguarding conversations. 

Based on the latest research, risks and trends around generative AI, 

social media and gaming, it includes a ready-to-use presentation for staff 

to deliver to parents and is free to all schools to download at 

https://parentonlinesafety.lgfl.net/. To help DSLs and staff get the best out 

of the resource they will be running a FREE Webinar on Tuesday 25th 

Nov, 4pm: Parent Online Safety Webinar: introducing a new Toolkit 

for Schools: Tuesday 25th Nov, 4pm. The 45-minute webinar 

introduces a new resource to help schools and settings working with 
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children empower parents around online safety. During the webinar their 

expert will take you through: 

• tips and strategies to plan and personalise your parent sessions and promote 

parental engagement 

• discussion starters and activities to empower parents to start key safeguarding 

conversations and keep children safe online 

• resources and guidance to help parents manage device use, safety settings and 

expectations 

Who should attend? This course is suitable for DSLs, SLT, Governors 

and anyone with responsibility for online safety in schools and community 

settings. You can sign up here: 

https://lgfl.bookinglive.com/book/add/p/222  

  

 

 

Swiggle, a Child Friendly Search Engine - South West Grid 

for Learning 

Swiggle is a child friendly search engine from the excellent people at the 

South West Grid for Learning. The engine is the fruit of the company's 

twenty years of work in the educational environment. The search engine 

is ad free and like other search engines it's free to use. Included in the 

Swiggle engine are reporting tools, a screen cover widget, a search 

blocker and more. It works on tablets and mobiles and puts educational 

results first. If you're interested in finding out what Swiggle can do, please 

follow the link below:  

https://swgfl.org.uk/services/swiggle/ 

 

 

 

 

 

 

WEBINAR: Creating Safe Spaces: Introducing Therapeutic 

Supervision in Schools with Kate Hall 

Online using WebinarJam | Monday 20th October 2025 4:00 - 5:30pm | 

£59+vat 

Staff wellbeing sits at the heart of safe, thriving school communities. In 

this 90-minute webinar, Child and Adolescent Psychotherapist Catherine 

Hall (MEd. Cantab) will introduce therapeutic supervision — a relational, 

 

https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkMuK3DAQRb9G3oQ2Uklq2wstEhJD1vkAo0fZrWlb5UjyQP996MdACANZ1rlXV3Dsvk_Jbmiu9s26eCqVMs6ZUi2nPVM4fI2UmmCC0oPjDRrRnbmUCgRvcLNxnQKu8R3zbYrBSD3ws-qGrpOvNAYDQp-V6IXQL7ZhKXbBqd52NE_kMtngbamvSsZCR_b46fuCvw9Mz_ADHe6x9uN-fftn7LPkYnTo5hnwzG3werYaPaC3AmevnBZDaKIBDlpwIblWErrWOX3WwvPehW7o-cwUv765rS12xuWwOcS0xFT8hWgtraf2uDarudS6Fya_MhgZjOsyr60jusa03L21njYG450wGG0IDMadwQgAzYengilgngJtNibz3y-z2bFibr1NdcUbU_xxO8p0LJdTiOSxYEt5ebTRxz1iqk_VgxJciV42JdaXfdVpwXsNTTW_YsUvP78zkH_hdwN_AgAA___rGsTz&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167358890%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=0oI0LlUIIVZF6Kq3wKWLRvlFp342aiZAsDfUnSmBxNw%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkM2K2zAUhZ_G2pQY_Vr2QouWNtB1H8Do58a5Y1tyJTklb18m8UApgVme75PugWO3bYx2BTPbN-vwVGrKcMkp1nLacgq7r5giCSZINThKwDDdUSEkZ5TAanEZAyx4g3wfMRihBtpJPWgtDovBcKY6yXrG1MFWKMVOMNb7BuaJXE42eFvq8SRDSXv28PJ_gd87xKf8QLt7XPvxnr79d-yVuZrB6kCD66T0fOAhUGDaKtcx0QfnekfQcMoVo0xQJQXXrXOqU8zT3gU99PTSSDq_ubUt9gLTbnPAOGEs_prSUlqf2n0mi7nWupVGfG34ueHn8me6LG3KU7vP7xHyDT2Uh8FpWqDhZ_IxUIEYII8hrRaj-bQrmw0q5NbbWBe4N5I-sks57dP1FDB5KHCUkwweN4RYnxsPklHJekEK1mN2qRWjveKkml9Y4cvP7w0X_-Cb4X8DAAD__xcHwq0&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167377666%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=hwr98Bc1UiJQWxSU%2FhgOgbgx5ZKFb7vLv%2B62rwdVLDI%3D&reserved=0


person-centred way to support staff working in the high-pressure world of 

education. 

To book, go to: 

https://www.tickettailor.com/events/harbourcounselling/1892906 

  

 

 

Forthcoming Courses 

Advanced Safeguarding for Designated Safeguarding Leads 

"I just wanted to say that I thought today's training was absolutely 

fantastic. By a mile it was the most engaging training I have done." 

Next live online Advanced Safeguarding Course: 

Wednesday 26th November 2025 Book Online 

The on-demand version is available year-round and is updated 

regularly Book Online 

Take a look at our other courses here: 

https://www.safeguardinginschools.co.uk/availablecourses 

Many of our online courses are available in Safeguarding.Pro with full-

year access included. 

 

 

 

 

 

  

 

 

 

  

 
 

https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkcuq2zAYhJ_G3pSYXzdfFlq0tIGu-wBGl9_2f2JLriQn5O3LSXKglANdzjejQRqZfR-D2VBfzJuxdMolJpxSDCWf9hT94QrFUHvtpRos1KhZ14IQkjOocTO0jh5XumK6j-S1UAO0shu6Trxc8poz1UrWM6ZebMOczYxjue-on8imaLwzubwiCXM8ksNPz2f8fWB4mh_osI-2H-_q2z9lnzmLVh5AWZSTM4JziWoQAjwOrZs6AI41aQ5cMWAClBS8a6xVrWIOeuu7oYepknB5s1uTzYTzYZKnMFPIbolxzY2LzXGpV72UsudKfK34ueLn2-3WFHIXLMXQGlPj4lbxM14xlFzx82KSfX95PELGdaUwV_zM-oEP0NYfw2UMHtPo42Yo6P_eIekdC6bGmVBWvFcSHtrGFI95OXmKDjM2Mc2PNDraCUN5bj9IBpL1os5UXt8hO8WgV7wu-hcV_PLze8XFX_iq-Z8AAAD__8Ityvk&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167396493%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CSbiMzULDMjkp%2BOOl2DYXvV5Bx4i7HdJqJ8W9jv14sE%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkcvK2zAUhJ_G3pQYXX1ZaNHSBrruAxhdjp3zx5ZcHTkhb1-a-IdSftrlfDMawRy7bWO0K5irfbMOT1RShimnWOi05RR2XzDFOpig9OBYDYZ3LZNSCc5qWC0uY4AFb5AfIwYj9cBa1Q1dJw8XgxFct4r3nOuDrUBkZxjLYwPzQi4nG7ylckQyUNqzhw_fE_zcIb7Md7S7Z9u33-rLX2UfORcjme4tn5gUWirt1SSkUrr3Kkxtz9xUoxFMaM64ZFpJ0TXO6VZzz3oXuqFnU6XY9c2tDdkJ5t3mgHHGSP6S0kKNT81-rRdzKWWjSn6uxLkS5_v9_q98Jc72ZnGxbgGf9kxA9ftcBDFAHkNaLUbz35-z2aBAbryNZYFHpdhTu5TTPl9OAZMHgibl-ZkGjxtCLK_FB8WZ4r2sCctxBNVpznot6mJ-YIFP379WQv6Bb0b8CgAA__83_ciQ&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167415234%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=esMBKTaEv55yt7sbqIlaZK2T7woDiIYMFZopAfhmz7M%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkMGK2zAQhp_GupQ19sgjOwcdurSBnvsAZixNktnYkivJCfv2JbtZWkroXgT6_l-_4KN1HQMtbM_0QpM85RITH1IMJT-tKfrNFYlBees73E2NYtv22Bgc-gEVLyTz6HmWC6fXUbzV0GuDpgVs76l4Cy2i2eEftnDOdOSxvK5s39GUInlHudwriXPckuOH7zP_2ji8hx9om97Wvt9uz_-MPUpO1njdkx60B-SOJ2Zu_YGQyfsdghmUWGgAGwO6MbezJsKOEKeefeedG6quOb9MS53pwMeNkpdwlJDdKcY51y7W21nN9lTKmiv9tYJ9Bfvr9fq_fgV7upDMNM3s4pYyZ_WhK3PwnEYfF5JgP_052auEcJJ5ruAZdNU1x5uC2sVFJXayCofy5teA0aDbDlSWclfe9dg2A4Iq9qcU_vLjWwX6L3yx8DsAAP__z8jChQ&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167432668%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=V90gAq3W2S7ZV1vFVhw2k15nGDzgQpMjlyLdtOxt82U%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkcvK2zAUhJ_G3pQYXX1ZaNHSBrruAxhdjp3zx5ZcHTkhb1-a-IdSftrlfDMawRy7bWO0K5irfbMOT1RShimnWOi05RR2XzDFOpig9OBYDYZ3LZNSCc5qWC0uY4AFb5AfIwYj9cBa1Q1dJw8XgxFct4r3nOuDrUBkZxjLYwPzQi4nG7ylckQyUNqzhw_fE_zcIb7Md7S7Z9u33-rLX2UfORcjme4tn5gUWirt1SSkUrr3Kkxtz9xUoxFMaM64ZFpJ0TXO6VZzz3oXuqFnU6XY9c2tDdkJ5t3mgHHGSP6S0kKNT81-rRdzKWWjSn6uxLkS5_v9_q98Jc72ZnGxbgGf9kxA9ftcBDFAHkNaLUbz35-z2aBAbryNZYFHpdhTu5TTPl9OAZMHgibl-ZkGjxtCLK_FB8WZ4r2sCctxBNVpznot6mJ-YIFP379WQv6Bb0b8CgAA__83_ciQ&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167451229%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=A4tCjRj5xiR1VJIygmU8QNBcY9fBxMmiD04M46X2wo0%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Femail.kjbm.safeguardinginschools.co.uk%2Fc%2FeJyEkE9r3DAQxT-NdSkx8lgjKwcdGtqFnvsBjP7M7k7WllxJTsm3L5tsaCgLvQzM7715MM9t25zcSvbinp3nh9pyoWPJqdWHreS4h8Y5iWijwkcvBdlhQqnRTAYFrY6XOdLCL1ReZ452hGnUqAfA4aZytDAg6kf8y1aq1Z1obq8b2XfkS3YxuNpulkI17yXQ3ftKv3ZK7-IH2v1b2vfr9vRP2D3lbKVRfjqScUbJwR2RvAev9QTKEAyoBVuQgFLDKPV19s6hcoh-oqhiCKZT8vLs1766I512VyKnE6cazjkvtQ-53y9isefWttqNXzs4dHD47O23kjs4iI8-KqVIZY55dZzsf6OL_c0pnXlZOniCsVPydP2xD3kVhQJvTKm9FahBjzAOCkTldutUTThIgyCa_cmNvvz41sH4Cb9Y-BMAAP__fvm09Q&data=05%7C02%7Cpeter.cantley%40peterborough-diocese.org.uk%7C15eebb08346e4cd9eeb508de0a1b7137%7C8987609ffbe24334b66495a93d80fe83%7C0%7C0%7C638959310167470181%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=R8VSDrf6QlzK%2FBv9J6iZstcjonyrnW3IaePyFUSNlBI%3D&reserved=0

